A Fiat-Shamir Transformation
from Duplex Sponges

Alessandro Chiesa (EPFL), Michele Orru (CNRS)



[FS87]

The Fiat-Shamir Transformation

A public-coin interactive proof between a prover P and a verifier V.

A hash function.

Fiat-Shamir is an umbrella term for multiple transformations.
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The canonical Fiat-Shamir transformation for a 2-protocol.
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The canonical Fiat—-Shamir transformation for multi-round protocols.



What Kind of Random Oracles?

The canonical Fiat-Shamir transformation uses k random oracles.

) n > | x| is the instance size bound
F2 x M /% M
PRAPp X X P j — V,i

My ;is the i-th prover message space

M ; is the i-th verifier message space.




Limitations

of the canonical Fiat—=Shamir transformation.

Quadratic Blowup

The i-th query is contained in the (i + 1)-th query. The overall query size is

k-len() + Y (k—i+1)-len(a) = Q (k(kz_ D)
ie[k]

Design Mismatch
Cryptographic hash functions rely on blocks of fixed length.

. . . n
In canonical variant: Fy x Mp | x ... x Mp; > My ;.
In real world: 2" — X"
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The hash-chain Fiat-Shamir transformation for multi-round protocols.



Oracles in the Hash-Chain Variant

[I:SX%PJ — <f> - ﬂV,l
Fori=2,....k
%V,i—l X %P,i — <f‘> —_— %V,l

Design Mismatch:

Oracles still depend on message spaces.






Fiat-Shamir Fiat-Shamir

Oracle p = Real-world p statistical soundness of IP

+
correlation intractability

[IKRR16, CCRR18, HL18, CCHLRRW19, PS19,
LVW19, GJUM19, BFJKS19, LNPT19, CKU20, LV20,
BKM20, JKKZ20, CLMQ20, LNPY20, JJ21, HLR21,

CJJ21a, CJJ21b, LV22, HIKS22, GLS22,
BCHKLPR22, KLV23, CGJJZ23, DJJ24,IL25, ...]

Negative results:
[Bar01, GKO3, BBHMR19, KRS25]



compression functions

{0,1}%" > | F

/

In practice:
permutation functions

¥ .

» 10,1}"

ex: SHA-256, BLAKE2

P
N

ex: Keccak-f Poseidon

Unclear what are the security guarantees of modes of operation on top of these.



So... what do people do in practice?

1987
|

2012 2017

2018 2020 2021
I

Implementors have been left developing heuristics for themselves.

2022 2023 2024 2025
| | | |

!

How to prove yourself

attack papers
@ open-source implementations
@ standards

@ frameworks

draft-irtf-cfrg-bbs-signatures  pe~ 9597

I

How not to prove your election outcome (scyti/swissPost)

; 0 RFC 9497
signalapp/libsignal
ing-bank/zkrp PolyhedraZK/Expander
trailofbits/decree

How to fake zero-knowledge proofs, again (selenios)

|

STROBE protocol framework ConsenSys/gnark

How not to prove vourse‘f (Helios)

iden3/snarkjs

arkworks-rs/crypto-primitives

draff#qgooqgle-cfrg-libzk

raft-yun-cfrg-arc

\ sec-bit/ckb—zki/ anza-xyz/agave
zkcrypto/merlin

dalek-cryptography/bulletproofs 7

dusk-network/plonk
sdiehl/bulletproofs

b

Sponge API for Field Elements

Weak Fiat-Shamir Attacks on Modern Proof Systems
succinctlabs/plonky3

starkware-libs/stwo

IrreducibleOSS/binus

There's no rigorous analysis of any of these Fiat—-Shamir transformations.


https://merlin.cool
https://github.com/dalek-cryptography/bulletproofs
https://github.com/starkware-libs/stwo
https://github.com/signalapp/
http://github.com/arkworks-rs/crypto-primitives/
https://github.com/ConsenSys/gnark
https://github.com/IrreducibleOSS/binius/
https://github.com/succinctlabs/plonky3/blob/main/challenger/src/lib.rs
https://pkg.go.dev/github.com/ing-bank/zkrp
https://github.com/sec-bit/ckb-zkp
https://github.com/sdiehl/bulletproofs
https://github.com/dusk-network/plonk
https://github.com/iden3/snarkjs
https://eprint.iacr.org/2023/522
https://mit6875.github.io/PAPERS/Fiat-Shamir.pdf
https://datatracker.ietf.org/doc/draft-yun-cfrg-arc/
https://datatracker.ietf.org/doc/draft-google-cfrg-libzk/
https://eprint.iacr.org/2023/691
https://eprint.iacr.org/2016/771
https://inria.hal.science/hal-02928953/file/final.pdf
https://ieeexplore.ieee.org/document/9152765
https://eprint.iacr.org/2017/003.pdf
https://github.com/trailofbits/decree
https://github.com/PolyhedraZK/Expander/
https://github.com/anza-xyz/agave/

Our Contribution



A Fiat-Shamir transformation from ideal permutations
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Formal analysis Open-source implementation.

with precise security bounds.
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[BDPVO07]

Duplexing the sponge [BDPV11)

Let p: X' — X be a permutation function.

input [O..7] input[r..27] output[O..r] output[r..27]
o YL O
R Tl — S L. 1. .
A P p p : p
| absorb squeeze | Ka_kgb
: duplexing !

__________________________________________________

Absorb prover messages.
Squeeze verifier messages.



DSFS|[IP] for 2-protocols

gJ(X,W) w a %(X,]Z') )

P(X, W) [ Absorb(x) ] Parse 7 as (o, &)
a w{ Absorb(@) ] Derive IP randomness:
—  Sawererct) ) 0 —
)
. : . pe.ay,
]T V(Xa ala ,0)
k T .= (al, az) J > k J




DSFS|[IP] for multi-round protocols

- N | e a % )
@( X,W) — |callstop (X, 72«-)
r
P(X. W) (_ Absorb’co) ) Parse ras (qy, ..., Q)
[ —  E— § . .
@yllp iy alez*éui { Absorb?(a,) T J |,0 | Derive IP randomness:
E E—’ 1 1 X — — | Absorb?(x)
L Py S pesE( P calls top -
< g L Squeeze (f(l)) 7 a B |
% .,.'.'.'L'.'.'.'.'.'.'.'.'.'.'.'.'.'.1'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.‘. T
DAy % &, € X* w;[ Absorb?(a,) j : - =P € 'ﬂV,l
£t — 1 | ‘ “ g ;
. P C Py E ﬁ[ Squeezep(f(Z)) ] | 3 . ] N p, € M
I S . ] | 2 < Ao
: il |, [l
- [ > [ —| = = o — —
© A % & - ; r r
€ M S %€ z m;r Absorbp(ak) . l lE[k] ( Squeeze?(£(k)) 9— > pk € ‘%V,k
g i i é calls to p
eEfy O pETHE [ SqULL/L/(/(k ]:
____________________________________ T i Vix. (al,...,ak),(pl,...,pk)D
 m=(ag ) ) \_ )




Proving security

In an oracle model, where p: X" — X' s an ideal permutation.

knowledge
( ge) zero-knowledge
soundness
[malicious prover] [malicious verifier]
X, T —> W L Pw) & S(X)
12 t
Esrsnd T 0 c Ehvzk T 0 min(c,5)
|z =]

where t is the number of queries by adversary to p.
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Soundness
X, T —> W



(Knowledge) Soundness

p(i@@

(X, m) « PP~

f)SR

e Soundness:

o State-Restoration Soundness
e, =Pr [n valid and X ¢& ff]

g(sr) <e¢
« Straightline Knowledge Soundness:  State-Restoration
Kk = Pr [W « & (X, r, tr) such that 7z valid and (X, w) & %] Knowledge Soundness
(sr)
KV <K

» Rewinding Knowledge Soundness:
 State-Restoration Rewinding
Knowledge Soundness

(s1)
e<k<Kk, Ky K,

20

K., = Pr [\W «— &(x, m, tr, P) such that 7 valid and (x,w) & %]




Proving soundness: strategy

P L L T MM EE M E o E . E..----—-—-a

state-restoration ! :special soundness:

__________________________________________________________________

: , soundness of IP_:: of IP :
p(—@ fl”fk<_91P ﬁmz]' _______________________
: © 1 ~ 7 ¥ round-by-rounITID :
: =pp-l 1 ~ i1 soundness of IP :
o)« PTG T < T PSR jisoundness of IP .

----------------------

[CMS19]
[BCS16] [CCH+19]

[this work] [CY24]

time and query complexity affect security!

A L L L L L L L e
N OB OB OB OB OB OB O N OE EN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN B B O .
- W E N E O EEEEEEEEESS®S

21



]\

P(X,w)

P(X, W)

( Absorb”(x) )

-
-

2 l

@y 28 aeyr - '
H { Abscirb”(a) ]
p Ay % é pex* [ Squeeze?(£(1)) ]

7= (a) J

22

—_—

R

C Y(xn)

Parse 7 as (&)
Derive IP randomness:

X ——— Absorb”(x)
(04 _— Absorb”(a)

. C V(x, a,p) ] y

~




Proving soundness: main lemma

We seek a reduction & such that:

p<—92 Jis s = Drp
(x, 7) & Gorp” (X, Tgg) <P ]S[td

23



Proving soundness: main lemma

Find ReduceP and ReduceT such that:

p < D, Jir oo Je < Dip

om T e (xomy) & ReduceP(P)Y
b — V(x, ) N byg — V(X )

treq < ReduceT(tr) tryq

2

[
Additive error: 77, = O [ | | - ]
)

24



Isn't this already known?

After all, we already had the sponge construction, and know how to build XOFs.



Indistinguishability

Letf « Dpand p < D,. A construction € is indistinguishable if:

b — ot b — o
b b

&

-1
The adversary PP can query the permutation function.
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[MRHO3]

The Indifferentiability Framework

Letf « Dpand p « D . A construction € is indifferentiable 3 S’:

b — oS ~ b — AP
b b

Soundness can be proven with this property

The extractor & requires the random oracle trace.

= Pr [w « &(x, m, tr) such that 7 valid and (x,w) & 9?]

27

gksnd



Our notion: double indifferentiability

Letf « Dpand p <« D . A construction € is doubly indifferentiable if 38", J :

out <& ot ~ out & of &P
tr, out I (tr,), out

28



Our notion: double indifferentiability

Letf « Dpand p <« D . A construction € is doubly indifferentiable if 38", J :

out (l ﬂf’é)f ~J
tr. out ~

Kpsrs[ip] =Pr

b=1A (1) |

p < Dg
(X, ) & P
W «— &pges(X, 7, tro,)
b — 7P(x,m)

29

{

— Pr

out & of €"p }

I (tr,), out

b=1A (57 |

p—Dg
(x, 71) <o ofp
tr « I (tr,)
W« &p(X, 7, try)
b — 7P(x, )




Our notion: double indifferentiability

Letf « Dpand p <« D . A construction € is doubly indifferentiable if 38", J :

f p
out < g/° ~ out &= /&P
tr, out I (tr,), out
_ p <« @(Sj ] f - QIP
(X, ) « P . s
Kpsksiipp = Pr|b=1 A (x,7) | tr «— T (tr,) < Prlb=1 A (57) | (X, 7) <
W« &p(X, 7, tr)
U E/)p:[P(Xa 7T, tro) o
I b «— %-p(x, ﬂ') | b7 (X,ﬂ') i




Our notion: double indifferentiability

Letf « Dpand p <« D . A construction € is doubly indifferentiable if 38", J :

out <& ot ~ out & of &P
tr, out I (tr,), out

f— D

(x, 1) & A"

W« &p(X, 7, tr)

be%ﬂxm_

Kpsksiipp < Pr(b=1 A (x,7) | +u, = Kygt Uy
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Zero-Knowledge
P(X,W) &~ §(X)



Zero-Knowledge

In the explicitly-programmable random oracle model.

p < D,
(X, W) « PP
Real-world prover Ideal-world simulator
T — PP(X, W) (7w, 1) < PP~ (%)
by — Qyp,p‘l(ﬂ) « ~ » by — d(PaP_l)[ﬂ](ﬂ)

33



Proving zero-knowledge: what about indifferentiability?

Indifferentiability is insufficient.

1. The simulator must reprogram the random oracle.

Real-world prover Ideal-world Simulator
T — PP(X, W) (7, ) <~ PP~ (x)
by — S (1) . b, — of @O

2. We need to translate the positions to be re-programmed

34



Converting from/to the permutation domain



codec

; l . duplexing

a. enCOding map ................................................................

left inverse impacts extraction time.
injective

Pi l/jl

< < C SqueezeP(£(i)) ]

»[ Absorb?(a;)

Codecs

Map from/to permutation domain

v

£-biased maps

Must allow for preimage sampling. ;
V/80 9/ is e-close to uniform. e et e e et e e r e s e e e eeran—aeraan e eerananaean
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Example:

A codec for Schnorr proofs

CeiG

codec

C € {0, 1}1°gq+1

.1

» (C.C) eF;
» C:=C, | [signC,

{ Absorb?(a;) ]

v

pf\ c {0’1}10gp+/1

C SqueezeP(£(1)) ]

we prove the bias is 27
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knowledge soundness:

2
! . +0(1) - max €. ;
| ¥ | ielk]

€srsnd + O

(depends on the adversarial queries)

Actual security bounds

Taking into account codecs, soundness incurs into an additive loss.
zero knowledge:

0 5
€hvzk + | 5 | min(c,5) + Zie[k] 8CdC,i

38 (only needed for the programmed queries) J




Fiat-Shamir Fiat-Shamir

Oracle p = Real-world p statistical soundness of IP

+
correlation intractability

[IKRR16, CCRR18, HL18, CCHLRRW19, PS19,
LVW19, GJUM19, BFJKS19, LNPT19, CKU20, LV20,
BKM20, JKKZ20, CLMQ20, LNPY20, JJ21, HLR21,

CJJ21a, CJJ21b, LV22, HIKS22, GLS22,
BCHKLPR22, KLV23, CGJJZ23, DJJ24,IL25, ...]

Negative results:
[Bar01, GKO3, BBHMR19, KRS25]
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Implementation



Implementation
The software stack of github.com/arkworks-rs/spongefish

41


http://github.com/arkworks-rs/spongefish

Implementation: some perks

— pub fn rng(&mut self) -> &mut (impl CryptoRng + RngCore)

Provide the private random coins of the prover using also the witness'
entropy.

—pub fn narg string(&self) -> &[u8]

Offer (inter-operable) proof serialization.

— !Clone, !Copy
Do not implement copy to prevent accidental leaks.
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https://arkworks.rs/spongefish/spongefish/struct.ProverState.html#method.rng
https://arkworks.rs/spongefish/rand_core/trait.CryptoRng.html
https://arkworks.rs/spongefish/rand_core/trait.RngCore.html
https://arkworks.rs/spongefish/spongefish/struct.ProverState.html#method.narg_string
https://doc.rust-lang.org/nightly/std/primitive.u8.html

Example: Schnorr proofs
DL(G, X) = NIZK{x: xG = X}

k<—[Fp
K =kG

let k G::ScalarField::rand(prover_state.rng());
K let K = P % k;
a prover_state.prover_message(&K)?;

— let ¢ = prover_state.verifier _message::<G::ScalarField>()?;

I& — (:J( _+_ lk let r = k + c * X;

prover_state.prover_message(&r)?;

e’ Ok(prover_state.narg_string())

43



------------------------------------------------

:

A Fiat-Shamir transformation from Duplex Sponges
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http://sigma.zkproof.org/fiat-shamir
https://ia.cr/2025/536
http://arkworks.rs/spongefish

Open problems

Universal composability
Is it possible to prove universal composability in the global "ideal permutation” model (in analogy to GROM)?

Diagonalization attacks
How does this interact with recent attacks and fixes for Fiat-Shamir, and what about the duplex sponge transformation?
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